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What Are They After? 



Yes, Universities are Targets, Too! 
    “In early 2014, malicious cyber actors successfully executed 

an e-mail phishing attack against 166 employees at an 
identified US university. The phishing message was embedded 
with a malicious link to a fraudulent university website that, 
when accessed, prompted employees to provide PII associated 
with their financial accounts. The actors successfully 
compromised the financial accounts of two employees, 
changing their direct deposit information so that money was 
delivered to an unspecified US bank, resulting in financial 
losses for the employees, according to an FBI contact...” 

 
https://info.publicintelligence.net/DHS-UniversityCyberThreats.pdf 



What? Money? How? 

- Spamming from your account 
- Click fraud from your computer 
- Purchasing refundable air travel 
- Redirecting your paycheck 
- Extortion 

 



Why is security important? 

- NYS Information Security Breach Notification Act 
- FERPA (Student Records) 
- HIPAA (Health Information) 
- GLBA (Financial) 
- PCI (Credit Card Transactions) 
- Personal risk 

 



Consequences 
- Fines 

- HIPAA - $1.5M per incident 
- NYS (SSN) – $10-$200 per SSN lost 
- PCI – Loss of ability to conduct transactions 

- Lawsuits 
- Lose someone’s SSN, they may sue for damages 

- Overhead 
- Setup of call centers to answer questions, buying 

credit protection, etc 



Consequences 

- Reputational concerns – faculty, students, parents, 
staff, granting agencies 

- Growing social expectations due to wide-spread 
media coverage of identity theft 
 



Risk To You 

- Identity Theft 
- Thieves aren’t just after the data you have 

access to, they’re happy to take yours too! 
- Financial Loss 

- Use the same password everywhere? Bad idea! 



Basic Best Practices 

- Passwords 
- Should be long/strong 
- Don’t share them with ANYONE 
- Don’t write them down  
- Don’t use the same passwords for UB and other 

accounts 



Basic Best Practices (cont.) 

- Lock workstation/shut down when not in use 
- Make sure software is up to date 

- Both OS and Applications 
- Secunia PSI for home 

- Make sure AV software is up to date 
- Firewall software should be enabled 
- Recognize that email is NOT secure 
  



Technology Implemented!  
So now, are we safe? 

 

NO!!! 
 

Huh…why not? 



Physical Security – 
 a parallel example 

https://www.simpsonsworld.com/vi
deo/316046915870/episode/357630
019692 
 

https://www.simpsonsworld.com/video/316046915870/episode/357630019692
https://www.simpsonsworld.com/video/316046915870/episode/357630019692
https://www.simpsonsworld.com/video/316046915870/episode/357630019692
https://www.simpsonsworld.com/video/316046915870/episode/357630019692


Email: Infected Attachments 



Email: Phishing! 
UBIT Account Compromises 
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What does a phishing email message look like? 
 

http://www.microsoft.com/security/online-privacy/phishing-symptoms.aspx 











What Can You Do To Help? 

- Be diligent 
- Don’t open unknown emails/attachments 
- Don’t click on unknown links ANYWHERE 
- Be skeptical and suspicious! 

- Report unusual activity to your IT support staff 
immediately 
 



Additional Important Contact Information 

- UBIT Security Alert Page: 
- http://www.buffalo.edu/ubit/news/alerts/ubit-

security.html 
 

- Phishing reporting: 
- abuse@buffalo.edu 

 
- Questions/Request department presentation: 

- sec-office@buffalo.edu  
  

 

http://www.buffalo.edu/ubit/news/alerts/ubit-security.html
http://www.buffalo.edu/ubit/news/alerts/ubit-security.html
mailto:abuse@buffalo.edu
mailto:sec-office@buffalo.edu


Questions? 
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